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Abstract

The paper presents the motivation, development, and evaluation of an AI-driven frame-
work for media stream impact analysis at the consumption end, employing user reactions
monitoring through attention tracking (i.e., eye and mouse tracking). The adopted method-
ology elaborates on software and system engineering processes, combining elements of
rapid prototyping models with interdisciplinary participatory design and evaluation, lean-
ing on the foundation of information systems design science research to enable continuous
refinement through repeated cycles of stakeholder engagement, feedback, technical itera-
tion, and validation. A dynamic Form Builder has been implemented to supplement these
tools, allowing the construction and management of pre- and post-intervention question-
naires, thus helping associate collected data with the respective tracking maps. The present
begins with the detailed presentation of the tools’ implementation, the respective technol-
ogy, and the offered functionalities, emphasizing the perception of tampered visual content
that is used as a pilot evaluation and validation case. The significance of the research lies in
the practical applications of AI-assisted monitoring to effectively analyze and understand
media dynamics and user reactions. The so-called iMedius framework introduces an inte-
gration of innovative multidisciplinary procedures that bring together research instruments
from the social sciences and multimodal analysis tools from the digital world.

Keywords: AI-enhanced tools; media monitoring; attention tracking; participatory design
research; disinformation perception; manipulated image analysis

1. Introduction
Today, Artificial Intelligence (AI) and digital platforms are rapidly transforming the

media landscape, affecting personal, societal, and professional activities [1,2]. In this con-
text, various aspects of news production and consumption are considered, with the aim
of identifying new opportunities for creating, validating, disseminating, and evaluating
accurate, impactful, and engaging journalistic content. In this context, innovative processes
and automations are incorporated while enhancing journalists’ literacy and awareness
of new capabilities [3–10]. Hence, the scientific field of journalism and media studies
seeks new methods to assess the impact of media informational streams on the audiences
in qualitative and quantitative terms. The iMedius framework1 (integrating multidisci-
plinary media impact assessment instruments) introduces an innovative multidisciplinary
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integration of tools that bring together research instruments from the social sciences and
multimodal analysis methods from the digital world [8].

Since the nineteenth century, social science research has been considered fundamen-
tal to understanding human societies, culture, and the powerful relations that permeate
them [11]. This field seeks to analyze and explain phenomena, such as social inequality,
political behavior, and communication, providing interpretive tools for understanding ev-
eryday life through qualitative and quantitative approaches [12]. Despite their widespread
use, methodological approaches in the social sciences, such as questionnaires, have faced
criticism regarding their validity and epistemological grounding [12–14]. A central chal-
lenge for the field is the risk of obsolescence if it fails to evolve in tandem with the societies
it aims to study [11]. The ongoing digitization is transforming the tools we use, making
it imperative for research methods to integrate and adapt to technological advancements,
which, in turn, leads to methodological innovation. Media Studies, a field that both draws
from and extends the relevance of social sciences in the digital era, cannot be left aside from
such methodological and applied innovations [15]. In this field, researchers often design
and distribute questionnaires to examine variables such as media preferences, audience
interaction, perceived credibility of news content, and the spread of disinformation or
hate speech [2–8,16,17]. This type of research yields valuable quantitative data on how
individuals consume and interpret news, their emotional responses, and their intention to
share content [8,18,19].

In addition to the self-reported information collected through questionnaires, in recent
years, efforts to collect qualitative data have increased, such as the recording of content and
news consumers’ attention. Monitoring user attention through eye and mouse tracking
offers valuable objective data on how individuals interact with content. Gaze tracking
allows researchers to capture points of interest, attention span, and visual paths while
reading or viewing content [20–22]. Similarly, mouse movement tracking acts as an in-
dicator of cognitive processing and provides clues about attentional focus, navigation
points, and potential hesitations [23]. For Media Studies, these techniques offer objective
behavior measurement and allow the study of non-conscious processes that often escape
self-report [11]. Furthermore, in media studies, attention tracking allows for improved
content design, understanding patterns of engagement or distraction, and assessing the
impact of misleading or offensive content [24]. By combining subjective (questionnaire) and
objective (gaze/mouse) data, researchers can achieve a multimodal analysis of behavior,
offering a deeper understanding of the user’s relationship with content, within a rapidly
evolving digital environment [19].

Artificial Intelligence (AI) provides a set of tools and a transformative force offer-
ing new ways to capture, analyze, and interpret user behavior. The convergence of AI
with established research practices opens new possibilities for integrating diverse data
sources, automating complex processes, and ultimately improving our understanding of
how individuals interact with content in a digitized world [25]. For instance, the use of ma-
chine/deep learning (ML/DL) and natural language processing (NLP) algorithms allows
for faster and more reliable processing of large amounts of data and automated recognition
of patterns and trends in user behavior [26]. In addition, AI tools enhance the ability to
analyze combined data formats, such as quantitative questionnaire results and qualitative
data from gaze and mouse tracking, thus enabling a multi-layered interpretation of user
interaction with content [27]. The integration of AI also offers the potential to predict future
content consumption trends, personalize user experiences, and improve survey design
while facilitating the identification of phenomena such as disinformation or hate speech in
real-time, enhancing the validity and scope of social and communication research [28,29].
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From the preceding analysis, it becomes clear that integrating AI into the very infras-
tructure of research tools increases their efficiency and expands their capabilities, making
them more adaptive, responsive, and context-aware. This shift represents a fundamental
transformation in how studies are conducted, particularly in dynamic fields like media
and communication.

In response, this study addresses the growing need for user-friendly, open-access tools
by introducing an innovative approach to monitor user behavior analysis and news stream
monitoring that merges methodological frameworks from the social sciences with advanced
machine learning techniques. Hence, the research questions focus on the development
and integration of AI-driven tools intended to enhance media-monitoring-related research
outcomes and validate their applicability and usefulness.

The paper is structured to reflect the progression of ideas and developments that
underpin the research. It begins with an overview of the technological landscape of media
monitoring and user interaction analysis, presenting related work and the targeted innova-
tion. Building on this, the paper outlines the targeted motivation and research objectives,
focusing on the need for integrated, open-access tools, and highlights the importance of
ethical design and multidisciplinary collaboration. The subsequent section focuses on
materials and methods, presenting the envisioned framework along with its ethical consid-
erations and limitations, illustrating the adopted interdisciplinary co-design and evaluation
methodology, and outlining a pilot real-world scenario to test iMedius’ actual dynamics.
Experimental results and discussion then follow, presenting the implemented modalities
and system integration, while elaborating on usability analysis and evaluation, providing
experimental findings in qualitative and quantitative terms. A pilot use case analyzing the
perception of tampered images through an algorithm-assisted authenticity survey is con-
ducted within the iMedius environment, using pre- and post-intervention questionnaires,
offering valuable insights into the tools’ functionalities and usability, though it does not
provide definitive, general conclusions for the case study. Hence, research hypotheses and
questions are answered and discussed based on the selected data. The paper concludes
with a discussion on future directions, summarizing the study’s contributions and outlining
opportunities for continued innovation in media research methodologies.

2. Related Work and Targeted Innovation
Currently, individual tools focus on specific aspects of media monitoring, such as atten-

tion tracking, misinformation and verification inspection, hate speech detection, sentiment
analysis, topic modeling and more [8,10,30–37]. For example, tools equipped with NLP al-
gorithms facilitate the identification of semantic trends or aggressive content, while browser
plugin technologies can track user interactions and capture valuable reader cues [30–33].
Additionally, the estimation of projected and perceived emotions provides insights into
audience reactions, contributing to content and user profiling [31,34,35]. Despite their
utility, these tools operate in isolation, lacking the integration required for a comprehensive
media monitoring platform.

Eye tracking is based either on special equipment (such as Tobii Pro Lab or SMI
RED250) or computer camera software (e.g., WebGazer.js, Pupil Labs) [38–40]. On the
other hand, mouse tracking is mainly performed through tools such as Hotjar, Mouseflow
and Contentsquare, which offer heatmaps and user navigation analysis [40]. However,
none of these solutions provide the capability to create questions and record attention
simultaneously. Typically, this requires combining different tools or developing specialized
integrations, which increases complexity and cost.

Extending the above, user interaction insights need to be incorporated to capture the
impact of the attempted monitoring, among others, with specific questions that could be
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part of an integrated survey. The most popular tool in this category is Google Forms, which
offers usability but limited features. LimeSurvey an open-source platform that provides
more customization, and commercial platforms like SurveyMonkey and Typeform, do
support branching logic and fundamental data analysis (but with customization limitations).
However, these platforms lack built-in user attention-tracking features [41].

Some platforms, such as iMotions2, Clarity3 from Microsoft and Impala research
program4 offer complete solutions for usability research, combining eye and mouse tracking
with basic questionnaires. However, there is a lack of unified and accessible tools that
pose significant challenges, since in most cases, a combination of tools is required: eye
tracking via WebGazer.js and questionnaires via Google Forms or LimeSurvey, which
requires technical knowledge to synchronize and process the data [41].

Another major limitation is that many of these solutions rely on expensive equip-
ment or high-end computational resources, which restrict their accessibility for small-scale
research teams, media professionals, or academics in underfunded institutions. For in-
stance, traditional eye-tracking technology, used to monitor user attention and engagement,
typically requires dedicated hardware and software, presenting financial and logistical
challenges [38]. Thus, the ever-increasing complexity of the modern media landscape,
driven by the rapid proliferation of digital platforms and the fact that proprietary solutions
often lack affordability and comprehensiveness, limit their use primarily to well-funded
institutions or organizations. This situation hinders the broader academic community,
independent media professionals, and researchers who require robust tools to conduct
transparent, scalable, and impactful studies in real-world conditions and scenarios, impli-
cating large and diverse amounts of web users (i.e., monitoring the perception of real news
feeds in typical working or house environments).

It is worth noting that, especially today, when advancements in technology enable sim-
ilar outcomes through conventional web cameras and cost-effective visualization tools, it is
concerting that the field still lacks an open-access, integrated solution that brings together
attention tracking, interaction analysis, and content evaluation under a unified platform.
Undoubtedly, in the process of developing such platforms, the use of AI capabilities plays
a significant role and has become increasingly important in recent years for Journalism and
Media Studies. By bridging the gap between quantitative and qualitative methodologies,
AI can facilitate a more nuanced exploration of media dynamics. The literature on AI
exploitation in media is extensive, covering both practical applications and theoretical
frameworks regarding the transformative role of ICT (Information and Communications
Technology) and AI in reshaping journalism workflows [5–7,26].

On top of that, additional tools can be utilized to detect news trends, hate speech
jeopardies and misinformation prediction, thus leading researchers to investigate featured
scenarios of daily news feed risks and challenges. NLP techniques, including topic mod-
eling, text classification, and sentiment analysis, are at the forefront of AI integration in
media. These methods allow media organizations to process and analyze vast amounts
of textual data, providing insights into emerging trends, audience sentiment, and even
public opinion. Techniques such as web scraping and topic modeling play a pivotal role
in advancing these objectives. By extracting key topics and providing contextual insights,
these methods contribute to indicating information streams that require attention or exhibit
research interest. As AI technologies continue to evolve, their integration into journalism
and research is paving the way for more precise, impactful innovations. However, there
are still several gaps that need to be addressed to realize their potential fully. These gaps
stem from technological limitations, ethical considerations, and the need for more robust
methodologies for data analysis and content creation [10,29–41].
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More specifically, one of the most promising applications of AI in media tools is the
ability to analyze user behavior, which allows for a more comprehensive understanding
of how audiences interact with content. By leveraging attention-tracking technologies,
such as gaze tracking and mouse tracking, researchers and media organizations can obtain
real-time insights into what parts of the content attract the most attention and how users
navigate through various media elements [8,41].

Innovative projects like iMotions and WebGazer.js exemplify the integration of AI in
user attention tracking and behavioral analysis. Gaze tracking, utilizing webcam-based
technology, offers a unique perspective on user interaction by monitoring eye movements
and mapping them to the screen coordinates. This provides valuable data on which sections
of content users focus on, the duration of their gaze, and the sequence of attention shifts;
therefore, it interests multiple scientific fields [42–46]. Mouse tracking, on the other hand,
is another highly accurate method for capturing user focus, usually combined with eye
tracking in related research of multimodal attention monitoring [47–51]. Every movement
of the mouse is tracked across the screen, providing detailed insight into the areas users
engage in. The combination of both gaze and mouse tracking in media tools allows for
a comprehensive view of user interactions, offering data on attention spans, navigation
patterns, and areas of interest [41].

These attention-tracking mechanisms, when combined with multimedia content, offer
powerful insights into user engagement across various media formats. For instance, AI can
analyze how users interact with different types of content—text, video, images, and interac-
tive elements—providing a richer understanding of their preferences and behaviors. This
cross-media analysis is crucial for understanding how different types of media influence
audience engagement and attention.

The integration of AI in media tools has reached a significant level of maturity, rev-
olutionizing how media is produced, distributed, and consumed. Driven by advances
in machine learning, computer vision, and NLP, AI has become a transformative force,
enabling media organizations to automate complex tasks, analyze large datasets, and gain
deeper insights into audience behavior.

Tools such as iMotions combine eye tracking with AI-driven sentiment analysis, en-
abling media professionals to understand viewer engagement on a deeper level. Moreover,
the integration of recommendation systems highlights the growing reliance on AI to curate
content that aligns with individual user preferences.

Our contributions in this space, particularly in the Gaze Tracking mechanism, have
refined the use of browser-based eye-tracking systems. By normalizing and smoothing data
to enhance accuracy. Our approach aims to ensure reliable metrics for understanding user
attention and interaction patterns. Additionally, integrating web scraping techniques has
expanded the scope of data collection to include live monitoring of news streams, providing
critical insights into media trends and user behaviors. These contributions represent a
significant step toward more responsive and adaptive AI-driven tools.

Despite these advancements, challenges remain. The dynamic nature of news con-
sumption, privacy concerns, and algorithmic biases necessitate continued refinement. AI
integration in media must balance efficiency with ethical considerations, ensuring that
tools promote fairness and trustworthiness while addressing user needs effectively. In
this context, the iMedius framework aims at integrating and elaborating all the implicated
techniques and practices, thus offering dynamic multimodal tools combining featured
social instruments with algorithmic inspection and analysis services. With social science
perspectives [8] and user experience (UX) design and analysis [41] already reported, the
current work attempts to elucidate the end-to-end chain, emphasizing the modular architec-
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ture that allows adding, replacing, and adapting modalities, while also providing valuable
assessment through a real-world pilot configuration and implementation.

3. Research Aims and Motivation
The creation of free or open-access tools for media research is critical for addressing

existing gaps in the field. Such tools would democratize access to advanced analytical meth-
ods, foster greater transparency in the study of media dynamics, and enable researchers
to conduct comprehensive, real-time impact assessments using standard, affordable tech-
nology. By removing financial and technical barriers, open-access tools can facilitate more
inclusive and objective research, contributing to a deeper understanding of news consump-
tion, user behavior, and the evolving role of media in society.

The need for such tools is twofold: first, it would provide researchers with the means
to conduct real-time analyses of news dissemination and user behavior; second, it would
enhance the transparency and democratization of media research. Free and open-access
tools would allow a broader range of stakeholders—academics, independent journalists,
and public-interest researchers—to monitor media impact without prohibitive costs. This
access would encourage cross-disciplinary collaboration, promote innovation, and en-
sure the development of scalable, reliable solutions for studying emerging issues such as
misinformation, hate speech, and news personalization. To realize these advancements,
a multidisciplinary approach is essential. The development of open-access tools must
consider not only the technological and functional challenges but also the legal and ethical
ramifications. Safeguarding data privacy and user security is paramount, as media research
often entails collecting and analyzing sensitive personal data. Ethical frameworks must
guide the design and implementation of these tools to ensure transparent and user-rights-
respecting operations.

The key innovations that iMedius pursues include AI-driven social research tools
(social instruments), i.e., dynamic questionnaires that can collect subjective perceptions
(e.g., specific attitudes, emotional reactions, news dissemination intentions, etc.), AI-assisted
gaze and mouse-tracking technologies to measure users’ visual attention and mouse move-
ment when interacting with news content. In addition, the web plugin paradigm is con-
sidered for browsing history logging to extract interaction monitoring and reader cues
to supplement the whole analysis, following similar research with the associated ethical
limitations and technical restrictions [33]. Overall, the envisioned platform incorporates
the ability to collect subjective data, allowing a comprehensive analysis of all the impli-
cated information. Thus, the questions the current research intends to answer are framed
around the process of integrating services within a dedicated web environment optimized
to manage and deliver social (and multidisciplinary) research, aiming to confirm the value
and helpfulness of this algorithm-assisted multimodal monitoring tool. To accomplish the
envisioned goals, an interdisciplinary participatory framework of iterative analysis, design,
development, implementation, and evaluation has been adopted, with the cooperation of
the social science and technology research teams, following a human-centric co-creation
process deployed in similar research [42–51]. In this context, the research hypothesis (RH)
is that such a multidisciplinary multimodal instrument is not currently available (to the
best of our knowledge), and the envisioned functionalities will be of great usefulness to
social scientists and associated interdisciplinary research. Next, the research questions
(RQ) attempt to analyze the functional requirements, leading to the implementation and
pilot assessment of the crafted utilities on a featured scenario of tampered visual content
perception analysis:
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RH. The envisioned multimodal instrument for social and multidisciplinary research
is not currently available, and the respective functionalities will be of great usefulness to
social scientists and associated interdisciplinary research collaborations.

RQ1: Can such a platform be developed to provide the envisioned multidisciplinary
instruments for real-time news impact monitoring by analyzing user behavior, utilizing
technologies such as dynamic questionnaires and visual attention tracking?

RQ2: Will the developed open platform be usable and convenient in real-world
scenarios of media studies, ensuring its thorough future utilization by both the research
and academic communities, as well as its incorporation in professional media processes?

4. Material and Methods
The current work focuses on the UX design, development, and assessment of an

AI-assisted media impact monitoring framework, necessitating the configuration and
adaptation of the implicated material and methods accordingly. More specifically, the
proposed methodology elaborates on software and system engineering processes, com-
bining elements of rapid prototyping models with interdisciplinary participatory design
and evaluation, aligning closely with the iterative principles of the spiral model [52–57].
Leaning on the foundation of information systems design science research [58–62], the
adopted development process enables continuous refinement through repeated cycles of
stakeholder engagement, feedback, iterative technical refinement, and evaluation. Hence,
the methodology ensures both the practical relevance and theoretical rigor of the devel-
oped solution, instilling confidence in its academic integrity. The convergence of these
frameworks supports the creation of innovative, context-sensitive systems that are both
functionally robust and responsive to user needs. The subsequent sections present the
envisioned framework with its ethical considerations and limitations, elaborating on the
configuration details of the methodological interdisciplinary co-design and evaluation. The
organization of a real-world scenario on disinformation analysis and its impact on users is
also described, emphasizing the perception of tampered visual content that is used as a
pilot evaluation and validation case.

4.1. The Envisioned Framework-Ethical Considerations, and Limitations

The process of accurately assessing the impact of media content on diverse audiences
requires the development of technological tools and methodologies to support complex
multimodal surveys. The primary objective of the developed framework is to enable
researchers to gain access to enriched data that provides deeper insights into behavioral
studies and media consumption. The main tool of the developed framework is the iMedius
Form Builder. It is a versatile form-building tool providing researchers with all the necessary
elements to construct multiple types of surveys. A key differentiator from existing form
creation systems is its attention-tracking functionality. The term attention tracking describes
the combined tracking of both eye and mouse data within surveys. With this functionality,
we extract candid data, supplementary to the survey self-reported answers, potentially
expanding the research analysis process. Careful consideration is given to implementing
tracking algorithms in a privacy-safe and non-intrusive manner. At all stages of data
tracking, the Form Builder tool requests the required permissions from the user prior
to activation and provides all the necessary information. Moreover, attention tracking
is strictly enabled only on attention-enabled elements, avoiding unnecessary tracking
during the whole duration of the research study. To ensure participant anonymity and also
technical feasibility (associated with data transferring, handling, and storing), no actual
image or video data is recorded, and only attention-tracking data points are captured and
ingested into the form elements. Among others, this was also a critical point to receive
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ethical clearance from the research and ethics committee of the host university. More
information and technical details about the tracking process are provided in the Section 5.1
Implemented modalities and system integration.

Complementary to the Form Builder, two key tools were also implemented to expand
research study capabilities further. First, the Social Media Monitoring toolbox offers a com-
plete and integrated solution for monitoring social media platforms, utilizing web-scraping,
topic modeling, sentiment analysis, thematic and contextual labeling, classification, and
summarization, thus creating datasets, inspecting data, and extracting semantic informa-
tion. This add-on utility is designed to support researchers and professionals who work
with large volumes of online content and want to understand trends, opinions, and emerg-
ing topics. Second, the Browser Tracking Extension is implemented as a lightweight plugin
that records and analyzes users’ online activity as they participate in research studies and
surveys. An essential aspect of the iMedius framework is the integration of the browser
tracking extension into the Form Builder, minimizing disruptions and additional effort
for participants (Figure 1). Similarly to the form-building tool, the implementation of
the extension is heavily focused on preserving user privacy. Within any study involving
browser tracking, participants are informed at all phases of data collection. Moreover, at
any given point, they can turn off the extension and delete their extracted data.

Figure 1. The conceptual model of the proposed iMedius framework.

The iMedius framework, with an overview of the implicated services, algorithms,
practices, and functionalities offered, is depicted in Figure 1. Along with the tools them-
selves, technical and ethical considerations and limitations were carefully considered and
addressed during project implementation. For instance, AI-driven solutions were adopted
and properly configured to provide cross-platform execution of the eye-tracking modalities,
aiming at minimizing the computational load to allow execution at low-end terminals.
While the accuracy of eye-tracking techniques using conventional web cameras can be ques-
tioned when compared to specialized equipment, their practical advantages in implicating
large and diverse amounts of web users are prioritized, since they are aligned with the
current study goals. In addition, AI-driven solutions constantly progress and, given the
modular architecture and deployment, related updates with higher performance can also be
part of future releases. However, this also sets some limitations concerning the computing
terminals and their operating systems that can be used with the iMedius platform. Hence,
portable and desktop computers suited for typical office applications are entirely adequate,
with mobile devices completely excluded from the current design, not aligning with the
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proposed scenarios’ requirements (i.e., high screen resolution in viewing and inspecting
content, monitoring stability and more). Still, the adopted modular approach (also fol-
lowing responsive web design principles where possible) will allow future adaptation to
mobile terminals, depending on the availability of related tools/libraries and the associated
research needs. Finally, as already mentioned, much attention was paid to ethical consider-
ations, following all the procedures and rules suggested by the Declarations of Helsinki
and related research [8]. The Form Builder employed a proactive nature, informing users
before any implicated activity/interaction. The associated questionnaires were shaped and
hosted online to be fully anonymized, explaining to candidates that they would agree to
the stated terms upon sending their final answers, with a persistent indication that they
could quit anytime without submitting any data. All data was fully anonymized, avoiding
any visual sequences from being captured by implicated cameras, as already explained.
The procedures were carefully crafted and revised with the close collaboration of the social
and technological research teams, resulting in the acceptance of the research protocol by
the “Committee on Research Ethics and Conduct” of (university name are omitted for peer
review), receiving an associated ethical clearance (approval code and date are omitted for
peer review).

4.2. The Proposed Methodology: Interdisciplinary Co-Design and Evaluation

As already implied, the proposed platform implementation methodology emanates
on the LUCID model (Logical User-Centered Interactive Design), a human-centric iterative
co-design and evaluation, deployed with the close collaboration of the social science
and technology research teams [54–59]. The four repeated phases of analysis, design,
development, and evaluation are depicted in the spiral model of Figure 2, outlining the
key processes and milestones implicated in the participatory development of the iMedius
environment. In short, the process repeats in successive cycles, with design ideas and
suggestions by all (multidisciplinary) team members following the analysis findings, and
then is passed to the UX design and software engineering teams for back- and front-end
authoring, coupled with internal evaluation to optimize the final development. Specifically,
in the analysis steps, assessments of requirements and design needs are in place, along
with usage scenarios, the logic of the form and data collection, also leading to a protocol
regarding Ethical and privacy issues (as already explained). In the design instances,
User Interfaces (UI) are designed and elaborated, progressing from low- to high-fidelity
prototypes, with the active participation and feedback of social researchers (having also
the role of representative users), seeking repeated refinements and optimal development
within this rapid prototyping procedure.

Following the flow of the spiral model, the flexible layout design of the form elements
and the attention-tracking interface design are gradually developed and integrated within
the adopted modular architecture. In particular, the development of the modules and
the integration of attention tracking with its calibration and the materialization of the
privacy-safe monitoring mechanisms are carried out, along with a constant incorporation
and elaboration of new optimization features. Additional development considerations
and features (not in the core of the current work) include the iMedius Browser Extension
and the Social Media Monitoring Toolbox, both of which are complementary modules
to enhance digital behavioral data collection. New features and functional updates are
selected after intensive and iterative design validation meetings to make the necessary UX
adjustments and optimize functionality. The outer helix involves the pilot testing of the
application with the configuration of a real-world use case scenario. As already noted,
the selected pilot analyzes the impact of tampered images on users visually inspecting
the content while also utilizing algorithm-assisted tools, pursuing insightful perception
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assessment through attention tracking. In fact, the specific scenario emanated from pre-
vious news authentication research, evaluating the photo-truth impact through image
verification algorithms [34], which actually gave birth to the attention monitoring idea
and the iMedius concept. According to the adopted model and the associated process
flow of Figure 2, formative evaluation is an integral part of all iterative design cycles,
leading to improvements and optimizations [43–47]. However, it is worth highlighting the
two final evaluation sessions indicated to follow the platform implementation. The first
refers to the integration testing and usability assessment planned to be carried out within
the iMedius research team (Alpha testing), in project meetings and dedicated focus groups
(as further explained in [41] for the usability evaluation sub-case). The second seeks to
receive qualitative feedback by third parties outside the development team (Beta testing),
involving domain experts who participated in the 2024 iMEdD International Journalism
Forum, on the occasion of a related iMedius-driven workshop5,6.

Figure 2. The adopted interdisciplinary co-design and evaluation methodology with its key mile-
stones in the core component development (Form Builder, Browser tracking extension, social media
monitoring toolbox) projected in the followed spiral model.

To comprehensively evaluate the effectiveness and impact of the envisioned tools, a
series of semi-structured interviews is suggested and scheduled. Alpha and Beta testing
represent two distinct phases in software development that are employed to identify
and resolve issues before the release of an application [54–59]. As mentioned earlier,
the participants of the first phase of the platform evaluation (Alpha Testing) were the
research team members. The goal of this co-design and human-centered methodology
is to focus on the tools’ adaptation to the expectations of the end users and to improve
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their performance and usability before their final integration, configuration, and release.
The procedure involves online sessions, in which the comments and suggestions are
discussed in detail to conclude in a comprehensive assessment of the platform’s functions
and usability. This phase contributes the most to the completion of the first version of the
platform, as researchers identify weaknesses and strengths, setting the foundations for
the next evaluation phase by domain experts, involving media professionals, journalism
students, and professional journalists recruited during the research team presence in the
Media Village of the iMEdD International Journalism Forum 2024 (Beta testing). The
session involves interaction with the platform, followed by semi-structured interviews with
people involved in newsroom processes, with a theoretical background in social science or
media-related applications and technologies. In these interviews, participants are expected
to operate the tools in typical computing terminals (i.e., a laptop computer equipped
with a web camera), interact with the platform, and evaluate the offered functionalities
of attention tracking in standard survey arrangements. Table 1 presents a set of five (5)
interview questions that were collaboratively formed within the iMedius multidisciplinary
team to assess how mature, user-friendly, practical, and valuable the platform would be in
related media studies.

Table 1. The questions that formed the basis of the semi-structured interviews for assessing the tools.

N Initial Question

Q1 How comfortable would you be with using browser plugins or apps that
track your reactions while reading news online for a study?

Q2 What features do you consider most important in a form-building tool?

Q3 How useful do you find the iMedius Form Builder for creating engaging and
effective forms?

Q4 In what ways do you think attention tracking could enhance media research?

Q5 How valuable do you think the combination of form-building and
attention-tracking tools is for comprehensive media studies?

4.3. Configuration of a Pilot Real-World Scenario

The subsequent phase of assessing the platform’s efficiency was to design and im-
plement an experimental procedure using the iMedius environment as a data collection
tool. The real-life scenario chosen was the verification of content (images) without and
with the aid of image forensics applications. Hence, three different images were crafted,
one authentic, one created with AI (AI-generated), and one digitally altered, to be exposed
and evaluated by the participants (Figure 3). For each image, a series of evaluation steps
take place, starting with simple observation and progressing to the use of specialized
image analysis tools as color and probability maps (Image Verification Assistant) [36],
reverse search results and, where applicable, an AI-driven assessment estimating forgery
probability (MeVer Media Annotation and Management Service–MAAM)7 [37]. At each
step, participants are asked to state their evaluation of the image’s nature and justify their
answer, while their attention is recorded using eye and mouse tracking. This approach
allows researchers to extract data about the impact of the tools on their evaluation and
cognitive processes, thus providing insightful views of performance, behavior, and visual
strategy. The experiment builds on the methodology of a previously published scientific
article [34], with the primary objective of assessing people’s ability to recognize the na-
ture of images with or without the use of digital forensics tools. The study focused on
the impact of first-generation tools (Image Verification Assistant and Forensically), while
it relied only on participants’ responses regarding the authenticity of the images. The
present experiment adds attention tracking as a critical factor of analysis, to monitor where
participants’ focus and if their behavior changes as the stages progress and new tools are
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introduced. Moreover, attention-tracking technology is not merely an observation tool but
is integrated as a fundamental and structural element of the experimental process. At each
stage of the experimental process, the areas on which participants focus are recorded. This
detailed monitoring intends to investigate whether the technical tools influence the users’
visual patterns, i.e., whether they shifted their attention to critical or misleading areas of
the image. At the same time, it is examined whether there is a correlation between the
observation strategy followed by each participant and their final assessment of the nature
of the image (authentic, AI genarated or digitally manipulated). Finally, attention tracking
is also placed as a means of educational feedback, given that participants gradually become
familiar with the use of verification tools through the interactive assessment experience.

Figure 3. The three images presented to participants included: (a) an authentic, unedited photo (b) an
AI generated image and (c) a digitally manipulated photo altered using photo-editing tools. Each
image was selected to represent a different type of visual misinformation.

5. Experimental Results and Discussion
This section presents the results of the current work, including the development and

integration of the iMedius environment with the presentation of the crafted eye-tracking
and form-building services. The value of the framework is validated through usability
analysis and evaluation of its corresponding functionalities, as well as findings and broader
research insights from the pilot implementation of the representative use-case scenario,
addressing the perception of tampered content. Based on this data, the state research
hypotheses and questions are answered and further discussed, highlighting the goals
achieved and the true potential of the proposed system.

5.1. Implemented Modules and System Integration

The iterative feedback from social scientists and multidisciplinary researchers high-
lighted the need for a user-friendly form-building tool. As a result, the design of the
iMedius Form Builder focused on providing the functionalities in an easy-to-understand
manner, avoiding unnecessary styling design that may cause disruption or confusion.
Concerning the development technologies used and the associated software frameworks,
the Form Builder was developed using the popular open-source React framework Next.js,
which was selected to align with modern development standards, enabling server-side
rendering, automatic code splitting and file-based routing. Also, by using the framework’s
utility to build reusable components, a modular structure suited for scalability was ensured,
a critical point for building production-ready applications. Likewise, eye-tracking function-
ality was implemented through machine learning solutions. The decision to use machine
learning libraries in favor of computationally heavy geometrical analysis was driven by
the need to integrate a lightweight, cost-effective tracking tool able to perform correctly
without specialized equipment. On top of that, quick calibration processes enable models
to retrain and adapt to the conditions of each different experiment, as further explained in
a subsequent paragraph. The system is hosted on a virtual machine, ensuring complete
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control over the deployment environment and independence from third-party cloud tools
and services, with a PostgreSQL relational database used for data management.

All features and functionalities of the tools in the iMedius framework have been
implemented after careful consideration of the iterative review and feedback processes,
extensively described in Section 5.2 Usability and functionality evaluation. In Figure 4,
the Form Builder dashboard and the form-building interface are presented. As shown in
this figure, the dashboard enables researchers to analyze aggregated statistics regarding
form submissions through an interactive pie chart. Similar visualizations are presented for
individual forms on their dedicated pages. Statistics visualization is an important feature
providing information to facilitate users, increase user interaction and engagement. The
dashboard is the main area of the platform for researchers to perform actions related to
forms and enable additional functionalities. From there, the form-building interface can be
accessed, presenting researchers with a drop area, where they can drag and drop various
form elements to construct their survey. Using the tools provided in the drag and drop
elements panel, the researcher adds necessary components such as: Title and Paragraph
fields to construct form sections and provide instructions or contextual information to the
participants, Image Field to add all images that will be used in the study (with or without
attention tracking), video sections and various multiple choice or option selection elements,
specialized to ensure the necessary structure of data collected from responses.

 

Figure 4. The iMedius Form Builder dashboard and form-building interface.

Forms with tracking mechanisms differ from basic forms in terms of user interactivity
and functionality. To ensure data privacy and security while maintaining computational
efficiency and functionality, the tracking algorithms collect data only on specific time in-
tervals during each study. More specifically, each part of the form that requires eye or
mouse tracking has a specialized button that enables tracking while informing the user.
By enabling an attention-tracking element, users are notified accordingly, and the data
extraction process begins. For example, eye-tracking data collection is enabled through
selecting to inspect visualized content and images in full size. Selecting this option presents
participants with all the necessary information and data privacy instructions. By exiting
the attention-tracking process of each element, the survey’s content is automatically re-
vealed, and attention tracking is disabled. Surveys that incorporate attention-tracking
mechanisms require additional steps from participants. To ensure high data precision in the
data collection process, a dedicated calibration page for eye-tracking algorithms has been
implemented (Figure 5). Eye-tracking calibration follows a systematic process of pointing
and clicking in various parts of a detailed background to configure the initial algorithm
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measurements correctly. Our decision to use a background that mimics a real web envi-
ronment, discarding the typical blank canvas used in calibration processes, was made to
increase engagement. Internal testing confirmed improved calibration accuracy with this
approach. Extensive testing was conducted to determine an optimal default threshold
for calibration accuracy. Participants who do not meet this threshold during calibration
are advised to repeat the process. An accuracy value of 89% was selected as the default,
offering a balanced trade-off between realistic experiment conditions (e.g., suboptimal
lighting, participant movement) and reliable data collection. Researchers can modify this
threshold to better suit their study requirements. Notably, our real-world experiments
yielded an average calibration accuracy of 95% (±2.1%), significantly exceeding the default
threshold. This further validates our decision to set a reasonable minimum value that
ensures accurate tracking.

 

Figure 5. The eye-tracking calibration process.

Participants are required to conduct this process once per survey, following the in-
structions carefully in order for the system to analyze and correlate the data collected
from mouse and eye movement. Given the utilization of AI algorithms, this data serves as
training samples to train the algorithms further and fine-tune them to function correctly
in the given test conditions. On all stages of survey submission, pseudo-anonymization
techniques are employed to ensure that personal identifiers are not stored or linked to
collected data. With this approach, the system prioritizes participant privacy while enabling
rich data collection about the surveyed topic.

The Browser Tracking extension (logging browsing history) is designed to work as a
complementary tool for the Form Builder (this option is considered optional, not placed
in the core of the current research, and is presented here for the sake of completeness).
At the form-building stage, researchers can activate the browser extension functionality
and enable tracking during form submission. Forms involving the extension will notify
the participants and request the required permissions to function. Participants have to
apply a simple configuration on the same page as the form, providing a username to enable
pseudo-anonymization of the collected data. If users refuse to activate the extension, no
data collection process is activated. Moreover, during the survey, participants have the
option to opt out of browser tracking and delete all relevant data. In the settings section,
participants have full control of their data, enabling them to preview what is recorded,
delete undesired collected data or entire sessions. The extension can record a detailed
sequence of visited sites, capturing Web URLs and queries, Facebook and YouTube links
and generic webpages. Additionally, browser tracking can be extended to incorporate
attention tracking, similarly to the Form Builder, providing a complete data collection
system designed to capture user browsing behavior, attention patterns, and screen activity
during web sessions.
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Both the Form Builder and Browser Extension tools utilize the open-source JavaScript
library Webgazer.js [39] to perform eye tracking. As a lightweight library, it offers an
optimal trade-off between computational costs and tracking effectiveness. WebGazer uses
machine learning techniques based on linear and regularized regression models to estimate
gaze locations. As previously stated, our integrated, cross-tool attention-tracking approach
enables modular development. More specifically, as eye-tracking research advances, the
tracking algorithms can be seamlessly updated to both tools, avoiding data synchronization
issues and preventing functionality conflicts between different tracking frameworks.

Data visualization is a key factor in efficiently utilizing the extracted data and also
assessing its usefulness. By visualizing the results of the surveys correctly, researchers
can enrich their analysis, gaining from the best-suited data representation tailored to their
needs. The adopted data visualization methodology follows the same principles as those
presented in the work of [40]. There are two methods for visualizing data extracted from
attention-tracking functionalities—fixation maps and heatmaps. Fixation maps visualize
the interaction of participants with the content over time by leveraging the timestamps asso-
ciated with each data point. In the iMedius framework, heatmaps are provided in a tunable
form through adjustable sliders (Figure 6). Heatmaps present a time-intensity summariza-
tion of the recorded attention activity (i.e., coloring with more intense colors the areas that
gathered users’ attention the most). Researchers can configure the sliders and select the
appropriate representation transitioning from raw data points to smoothed heatmaps.

 

Figure 6. The visualization (results) of the attention-tracking functionality.

Regarding the iMedius social media monitoring toolbox, it also has a complementary
role (especially in the present work), detecting thematic topics or media trends in the pre-
intervention phases through its topic modeling capabilities, thus helping better organize
the corresponding surveys and monitoring sessions. Topic modeling is the process of
using statistical models to automatically discover abstract topics hidden in a collection
of documents. In the context of social media, topic modeling is used to make sense of
large amounts of unstructured text data by breaking it down into smaller groups that each
represent a topic or theme. This allows researchers to explore how different conversations
or narratives are formed across a dataset. In social research, this process is beneficial but
is often performed manually, especially when the dataset is small. However, this manual
approach becomes almost impossible when dealing with large datasets, which are now
very common due to the high volume of content generated daily on social media platforms.
Therefore, automatic topic modeling is an important step for researchers who want to
work efficiently and at scale. The iMedius social media monitoring toolbox supports users
throughout this process. It not only offers a simple graphical user interface for applying
topic modeling techniques but also provides a full workflow that guides users through
each step of the process, making topic modeling more efficient and more accessible.
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A comprehensive comparison of various tools for attention tracking and survey cre-
ation is presented in the following table. It highlights the key features of the iMedius
platform alongside other widely used tools, including iMotions, WebGazer, LimeSurvey,
and Google Forms. Table 2 outlines functionalities such as dynamic questionnaire creation,
attention tracking (mouse and gaze), and integration with other features. The comparison
offers a clear overview of how the iMedius platform stands out in providing an integrated
and flexible solution for attention tracking and behavioral analysis, making it a more pow-
erful choice for researchers in this field. As we can see, many of the listed utilities are not
even considered in some of the competing tools (listed as NA, i.e., non-Applicable), fact
that reveals the superior integration and adaptability that iMedius framework offers, which,
according to the literature review and the conducted research, is considered essential for
behavioral monitoring in many social science directions.

Table 2. Comparison of key functionalities across iMedius, iMotions, WebGazer, LimeSurvey, and
Google Forms.

Feature/Tool iMedius iMotions WebGazer LimeSurvey Google Forms

Dynamic Questionnaire
Creation Yes No/NA No/NA Yes Yes

Mouse Tracking Yes Yes Yes No/NA No/NA

Eye Tracking Yes (via
WebGazer) Yes Yes No/NA No/NA

Answer Duration Tracking Yes Yes No Yes No

Data Collection from
User Interaction Yes Yes No Yes Yes

Integration with AI/ML Yes Yes No No No

Customizable
Questionnaires Yes Yes No/NA Yes Yes

Customizable Data
Visualizations Yes No No

Yes (not for
attention-tracking

elements)
No

Browser Activity Logging Yes No No No No

Integration with
Other Tools Yes Yes No Yes No

Privacy and
Ethical Handling Yes Yes Yes Yes Yes

Cost Free Paid Free Free Free

5.2. Usability and Functionalities Evaluation

As already stated in Section 4.2, the evaluation of the platform and its functionalities
is considered of great importance to ensure that its reliability, usability, and ease of use
for the targeted users. This step (Alpha testing) involved assessing the tool based on its
content (features) and operations. Iterative internal sessions were organized and conducted
within the interdisciplinary research team to obtain feedback on the ease of utilizing the
platform and its respective features (survey creation, building questionnaires, and using
the attention-tracking mechanisms).

The evaluation of the platform detected a number of issues that had to be addressed
to facilitate easy use and match the social science researchers’ expectations. To make the
platform more usable and adaptable, different solutions were put in place. The upgrades
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included a form duplication mechanism, increased character limitations for text inputs,
choices for formatting text, and the ability to randomize questions and pages. These
changes made the iMedius Form Builder easier to use and more useful for researchers
involved in complicated studies.

Specifically, a “Duplicate” option was added, allowing users to copy existing forms
for research that requires repetition or comparison across multiple instances. The character
limit for text input fields was raised to 2000 characters to facilitate more complicated
social science questions, enabling researchers to give more extensive instructions and
context to the participants of their studies. Regarding style, basic text formatting choices
were added, including bold, italics, line breaks, and list creation. The appearance and
clarity of questions were enhanced, particularly for complicated questions. To enable
form creators to identify required modifications and ensure the form’s visual appeal and
functionality, a “Preview Mode” button was added, allowing the form to be inspected from
the respondent’s viewpoint. Furthermore, taking into consideration that randomizing the
sequence of questions and pages helps decrease bias and produce reliable and trustworthy
data, mechanisms were added to allow users to randomize the sequence of questions
and pages.

In terms of the platform’s collaborative nature, a “Share” option was introduced. This
feature enables co-researchers to collaborate on constructing things, allowing multiple
users to share and work on forms simultaneously. It makes it easier for people to work
together, share ideas, and make sure that multiple points of view are taken into account
while designing and building the tools, thus making the research process better and
more effective. Finally, in addition to the primary form creation process, form templates
were added to assist researchers in structuring their forms. In this context, there is the
opportunity to broaden the template area with further options as the project progresses and
additional effective, validated, and engaging surveys are developed. Some of the points
discussed above, including the addition of the “Preview Mode” button, the capability to
randomize the sequence of questions and pages, and the introduction of the “Share” feature
for collaboration, have been thoroughly examined in a prior study focused in the areas of
UX evaluation of the platform through a focus group with subject matter experts [41].

Apart from this formative evaluation and its associated adaptation and debugging
processes, all the members of the multidisciplinary iMedius research team (18 in total) were
requested in these sessions to answer and discuss the semi-structured interview questions
of Table 1, which were mainly crafted to obtain qualitative feedback in the Beta testing.
No doubt, this procedure involves a significant amount of subjectivity for several reasons
(i.e., most iMedius researchers had prior knowledge of the targeted functionalities from
their involvement in the project proposal preparation, and they gradually became more
familiar with the desired features over time). Still, it was important to monitor the levels of
confidence statistically increasing in all questioning items, with the corresponding variance
in the given answers constantly decreasing, thus validating the chain of testing, debugging,
updating, and overall progress within the interdisciplinary participatory design.

The Beta testing phase, providing feedback by actual users outside the project team,
is essentially the first real-world environment. As already noted, the associated sessions
were conducted on the occasion of the 2024 iMEdD International Journalism Forum, where
a related iMedius-driven workshop took place and an iMedius stand was placed at the
venue, the so-called Media Village, inviting participants to interact with the platform.
Specifically, twenty (20) semi-structured interviews were conducted with ten (10) people
with a theoretical/social science background (Media Professionals/Journalists) and ten (10)
with a background in media technology and software engineering, who provided feedback
answering the question of Table 1, after interacting with the platform.
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The five (5) questions were aimed at collecting data about the overall value of the
iMedius platform and its potential to be utilized in media studies. Responses to Q1 showed
that participants had different levels of comfort with using attention monitoring technology
for research purposes. Several participants were in favor of the proposal, provided that
rigorous data protection procedures are in place. Social scientists stressed the need for
honesty and openness, saying that people should know how their data will be used.
Technologists said that encrypting and anonymizing data could help with privacy issues
by making it easier to use these methods in research. It is interesting to note that none of
the answers revealed subjects being downright uncomfortable, which suggests that they
would be okay with these technologies in the correct situations.

When people discussed the most significant characteristics of a form-building tool, they
mentioned that usability, data analysis capabilities, and privacy were the most important
(Q2). Many people noted that ease of use, data analysis features, security and privacy
aspects are all equally important. They declared that these characteristics make form-
building tools far more valuable and trustworthy. Another significant aspect that arose
was the option to customize forms to meet individual needs. Many participants expressed
their appreciation for such a feature. These answers show that users are in favor of form-
building tools being simple to use and safe, without requiring demanding know-how, so
that average users with low technological expertise can efficiently operate them. Social
scientists emphasized the importance of the tool being able to adapt to the needs of different
types of studies (cross-sectional studies, experiments, etc.). On the other hand, those coming
from the technology domain underlined the importance of keeping data safe.

The review of the iMedius Form Builder was enormously positive. Social scientists
appreciated the ease of use, while technologists valued the customization and data-driven
capabilities (Q3). Everyone who took part in the study found the iMedius platform to be
useful, with 17 of them describing it as very useful for creating surveys. Notably, none
of the responses reveal that people were unhappy or that the platform lacks practicality
and usefulness. This result shows that iMedius can significantly assist diverse groups of
researchers and media professionals in executing and collecting data for their studies.

The majority of those who participated in the demonstration of the platforms stated
that attention tracking seems beneficial for studying how people consume news (Q4). Most
answers characterized this as a desired feature to acquire more insightful information for
media studies, expressing the importance of studying the way people interact with news
content, so as to optimize it. A participant from the social scientists group stated:

“Attention tracking capabilities are very important because they help us under-
stand how consumers interact with media on a deeper level, which we can then
use to improve content and make it more interesting”.

Social scientists also noted that it can help determine how interested or engaged
readers are with content. At the same time, technologists emphasized the use of AI services
to visualize and interpret this data.

Finally, participants’ experimentation with attention tracking helped us to extract
valuable data about its value in media studies (Q5). Most of the subjects supported that the
integration of attention-tracking technologies in the Form Builder is beneficial, as it will
help them gain a better understanding of how people read news and interact with media.

All interviews mentioned that one of the best aspects of the implemented tool is that it
enables more data extraction, which enhances the study of user behavior. The statement of
a Media Researcher illustrates the above finding:
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“This tool’s power to capture attention will significantly deepen my understand-
ing of users’ behavior by providing insights that would have been difficult to
gather otherwise”.

Also, most of the people who took part in the semi structure interviews stated

“they would definitely recommend the products to coworkers or peers in their sector”

And, commenting on the open access, free of charge nature of the tool, added that

“the fact that it is free makes it even more accessible and beneficial for researchers
with limited resources”.

It is important to note that none of the participants found the attention-tracking
utilities to be non-useful, proving that people really liked the idea of combining forms
with attention monitoring in media studies. On top of that, social scientists indicated that
combining qualitative and quantitative data can help researchers better understand user
experience. On the other side, technology experts argued that acquiring more data can
make studies more accurate. In all cases, positive feedback was received, with little or no
specific comments indicating critical problems or difficulties in resolving them.

5.3. Pilot Implementation and Assessment: The Case of Tampered Images Perception Analysis

Following its configuration, the pilot real-world scenario focusing on tampered im-
ages perception analysis was implemented during three sessions of one and a half hours
each, elaborating on previous research [34] with the incorporation of attention-tracking
mechanisms. The inclusion of this pilot study in the current work serves to assess the
maturity and practical applicability of the developed framework in a real-world media
impact analysis scenario, directly addressing research question RQ2. Given the exploratory
nature of the study, the small sample size is not intended to draw definitive, generalizable
conclusions but rather to serve as an initial step in the tool’s validation.

Using the iMedius Form Builder and the attention-tracking capabilities, the primary
goal was to investigate how the progressive provision of information (technical tools,
searches, AI detectors of tampered content, etc.) affects participants’ ability to recognize
authentic, AI generated, and manipulated images. The participants were 28 students in the
fields of Journalism, Digital Media, and Communication in three Greek universities (Ionian
University, Aristotle University of Thessaloniki, and University of Western Macedonia).

Initially, participants were informed about the research scope and the inclusion of
attention tracking in the survey. They were asked to work on their own laptops and
follow carefully a series of instructions. Specifically, they had to ensure a sufficiently bright
environment, fit in a comfortable position, keep about 50cm from their screen, maintain
a neutral expression by avoiding grimaces, limit distractions, make sure their eyeglasses
were clean and check for a stable internet connection without interruptions. After the
completion of the calibration process, participants filled out a standardized questionnaire
concerning some demographics (e.g., gender, age, educational level, monthly income), their
opinions on social and political issues, such as criminality, justice and equality, and their
attitudes towards institutions and the media (e.g., trust and credibility).

Participants were then asked to determine the authenticity of a presented image and
decide whether it was authentic, AI generated, or digitally manipulated, after inspecting it
in full size, with this viewing mode also activating the attention-tracking mechanism. The
evaluation process for each image followed a sequential five-step protocol:

1. Simple observation: Participants viewed the image without any additional context
or tools.

2. Color map analysis: Participants viewed color maps highlighting potential areas of
alteration on the image.
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3. Probability map analysis: Participants examined probability maps indicating regions
likely to have been generated or altered, along with a forgery probability percentage.

4. Reverse image search: Participants were provided with the results of a reverse image
search to assess the previous online presence of the image.

5. AI probability assessment: Participants were shown the results of an AI probability
assessment tool to find out whether the image had been AI-generated or manipulated.

At each step, participants were required to classify the image as authentic, AI gen-
erated, or digitally manipulated, and to justify their decision using a predefined set of
responses. This self-reported data was integrated alongside the attention-tracking data,
allowing for a comprehensive understanding of how participants’ subjective justifications
aligned with their visual engagement, as captured by eye tracking and gaze data.

The sequence of image evaluation began with an authentic image, during which only
the first four steps were applied (i.e., the AI probability assessment tool was excluded).
Then, the presentation of an AI generatedimage and a digitally manipulated image followed,
each of which underwent the complete five-step evaluation process.

Initially, participants were asked to observe the authentic image without any prior
knowledge. However, only 11 of them recognized it correctly as authentic, a number equal
to those who considered it manipulated. However, this first step was the one with the
highest accuracy, since the contribution of the color maps led three participants to change
their mind and evaluate the image as manipulated rather than authentic. Simultaneously,
the analysis of the iMedius platform extracted heatmaps provides additional data about par-
ticipants’ visual strategies throughout the various steps of the study (Figure 7). Specifically,
in Step 1, participants focused closely on Trump’s face and hands, as these areas possess
significant diagnostic value; faces indicate asymmetries and unnatural textures, while
hands often reveal morphological inconsistencies in deepfake and AI-generated images.
Their emphasis indicates an inherent quest for nuanced irregularities within intricate visual
characteristics. This behavior is consistent with established research indicating that humans
inherently focus on faces and extremities when identifying synthetic modifications [63].
The introduction of Color maps (Step 2) significantly redirected visual attention to the
artificial color patterns, resulting in possible over-analysis, thus reducing the number of
correct answers. Neither did the probability map (Step 3) nor the reverse image search
(Step 4) restore confidence in the authenticity of the image (Table 3). In more detail, in Step
3, participants predominantly focused on the probability map instead of the image under
examination. They focused on the tool’s visual indicators of manipulation, suggesting that
the system’s technical output more influenced their answer than the content presented,
indicating a transition from natural visual interpretation to tool-driven reasoning, which,
in the case of an authentic image, may lead to “misdiagnosis”. The introduction of reverse
image search results (Step 4) directs focus from the image itself to the contextual metadata,
including titles, thumbnails, and source information, as participants pursued external
validation (Figure 8). Step 5 (AI probability assessment) was not applied to the authentic
image and is therefore excluded from this heatmap interpretation.

Then, the second image was presented to the participants, and most of them correctly
identified it as AI generated, just by simply observing it (Step 1) (Figure 9). Color maps
(Step 2) caused a slight decrease in accuracy, possibly due to over-analysis or misinter-
pretation. The probability map during Step 3 partially corrected the drop, confirming the
initial intuitive judgment. Subsequent tools in Steps 4 and 5 (reverse image search and AI
probability assessment) did not significantly change the performance, indicating that the
recognition was already established (Table 4) (Figure 10).
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Figure 7. Attention-tracking results for the authentic image during Step 1 (Simple Observation),
based on an eye-tracking heatmap, showing how participants visually examined the image without
additional contextual cues or analysis tools.

Table 3. Classification outcomes for the authentic image (Authentic, AI generated or Digitally
Manipulated) across the five-step protocol: simple observation, color map analysis, probability
map analysis, reverse image search, and AI probability assessment. Note: Step 5 (AI probability
assessment) was not applied in the case of the authentic image.

Step Accuracy Authentic Digitally
Manipulated AI Generated

1 0.392 11 11 6

2 0.285 8 15 5

3 0.285 8 13 7

4 0.285 8 13 7

 

Figure 8. Attention-tracking results for the authentic image (Steps 2–5), based on eye-tracking
heatmaps, illustrating participants’ visual focus during color map analysis, probability map interpre-
tation, reverse image search, and AI probability assessment.
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Figure 9. Attention-tracking results for the Ai generated image during Step 1 (Simple Observation),
based on an eye-tracking heatmap, showing how participants visually examined the image without
additional contextual cues or analysis tools.

Table 4. Classification outcomes for the AI-generated image (Authentic, AI generated, or Digitally
Manipulated) across the five-step protocol: simple observation, color map analysis, probability map
analysis, reverse image search, and AI probability assessment.

Step Accuracy Authentic Digitally
Manipulated AI Generated

1 0.714 3 5 20

2 0.607 2 9 17

3 0.642 3 7 18

4 0.642 3 7 18

5 0.714 2 6 20

The attention heatmap analysis of the AI-generated image depicting the seal indicates
a structured evolution in participants’ visual behavior, moving from intuitive inspection
to tool-assisted verification. In the initial observation (Step 1), the gaze predominantly
concentrated on the seal rather than the human figures. The interest in the unusual
element indicates the presence of cognitive dissonance, although it does not imply a
definitive suspicion of manipulation at that point. With the introduction of technical cues
(Step 2), visual attention was directed toward particular regions indicative of potential
tampering. Participants approached these regions with curiosity instead of certainty,
suggesting an exploratory rather than diagnostic application of the tool. The incorporation
of the probability map (Step 3) enhanced focus on the seal and adjacent facial areas. Gaze
patterns indicate that participants actively sought confirmation of their suspicions via
tool-generated markers, increasingly depending on the visual guidance offered by digital
forensic platforms. In Step 4 (Reverse Image Search), considerable focus was placed on
the search results, especially on images depicting alternative versions of the scene. This
phase initiated an apparent emergence of doubt, as participants started to contemplate
the possibility that the seal may not be associated with the original context of the image.
In Step 5, the AI assessment incorporated both the original content and user-generated
commentary, or visual evidence sourced from online platforms. Participants systematically
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compared the suspect image with external findings to obtain definitive confirmation. The
impact of collective analysis reinforced their conclusions.

Figure 10. Attention-tracking results for the AI-generated image (Steps 2–5), based on eye-tracking
heatmaps, illustrating participants’ visual focus during color map analysis, probability map interpre-
tation, reverse image search, and AI probability assessment.

Regarding the third, digitally manipulated image, most participants incorrectly iden-
tified it as authentic after simple observation. The use of forensic tools led to a gradual
improvement in the evaluation. Specifically, in Steps 2 and 3 (after color and probability
maps), a slight increase in accuracy was observed (up to 10%). The reverse image search
was decisive, as in Step 4, the accuracy reached 62%, while no participant characterized
the image as authentic. In the final step (Step 5), the accuracy declined (~41%), while the
responses became more fragmented. The AI probability assessment tool may have created
confusion or doubt, rather than enhancing performance (Table 5).

Table 5. Classification outcomes for the Digitally Manipulated image (Authentic, AI generated,
or Digitally Manipulated) across the five-step protocol: simple observation, color map analysis,
probability map analysis, reverse image search, and AI probability assessment.

Step Accuracy Authentic Digitally
Manipulated AI Generated

1 0.379 14 11 3

2 0.448 12 13 3

3 0.482 7 14 7

4 0.620 0 18 7

5 0.413 8 12 8
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The examination of the heatmaps for the digitally manipulated image reveals a progres-
sive improvement in participants’ visual behavior, following the introduction of external
tools and context. In the initial observation (Step 1), attention was broadly dispersed
throughout the crowd, lacking a distinct focal point. Step 2 directed focus toward distorted
areas within the image. Nonetheless, the gaze was disorganized, as participants searched
for indications of manipulation without a coherent visual strategy.

The implementation of the probability map (Step 3) markedly changed visual engage-
ment, suggesting a more intentional effort to identify tampering through the tool’s forensic
indicators. In Step 4 (Reverse Image Search), focus shifted to comparative evaluation.
Participants conducted a visual analysis of various iterations of the image displayed in the
search results, systematically comparing them to detect discrepancies, signifying a shift
from internal evaluation to external visual validation. In Step 5, which involves AI probabil-
ity assessment, significant emphasis was placed on the commentary and associated images.
The heatmaps indicate that participants engaged in focused reading of crowd-sourced
interpretations and conducted analyses of alternative image versions (Figures 11 and 12).

 

Figure 11. Attention-tracking results for the Digitally Manipulated image during Step 1 (Simple
Observation), based on eye-tracking heatmap, showing how participants visually examined the
image without additional contextual cues or analysis tools.

Building on the previous analysis, the correlations between the responses and the
justifications provided by participants were investigated. Chi-Square Test of Independence
was applied to examine the relationship between the two categorical variables: the type
of image classification (Authentic, AI generated, Manipulated) and the justification rea-
sons provided by participants for their previous classification. The Chi-Square Test was
performed at each of the five steps in the image evaluation process, with the primary goal
of determining whether the distribution of justification reasons significantly differed based
on the type of image classification. Specifically, it was tested whether certain justification
reasons were more likely to be associated with a particular type of image (Authentic, AI
generated, or Manipulated).

The results of the Chi-Square Test indicate significant correlations in the earlier steps
of the evaluation process, particularly during the initial steps (Step 1, Step 2, and Step 3),
where participants relied more on personal criteria, such as visual, technical, or intuitive as-
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sessments, to justify their classification decisions. This suggests that participants’ reasoning
was heavily influenced by their individual interpretations and perceptions at these stages.

Figure 12. Attention-tracking results for the Digitally Manipulated image (Steps 2–5), based on
eye-tracking heatmaps, illustrating participants’ visual focus during color map analysis, probability
map interpretation, reverse image search, and AI probability assessment.

In contrast, the analysis revealed that Step 4 (Reverse Image Search) had a significant
influence on the participants’ decisions, as it provided external information that could either
confirm or challenge their personal justifications. This external validation seemed to reduce
the reliance on personal criteria, thus leading to stronger correlations between the image
classification and justification reasons. However, in some cases, the introduction of external
information led to conflicting or inconsistent justifications, indicating that the participants’
reasoning became more diverse and complex when exposed to additional tools.

Finally, Step 5 (MAAM) showed a mixed effect. In some cases, the MAAM platform
enhanced the accuracy of participants’ decisions by providing further validation, while
in other instances, it caused divergence and inconsistency in justification. These findings
suggest that while the MAAM tool can be a helpful aid in decision-making, it may also
introduce variability in participants’ assessments due to its complex nature and reliance on
multiple factors.

Overall, the Chi-Square Test revealed that the type of image classification was strongly
associated with participants’ justification reasons, particularly in the earlier steps of the
evaluation process (Table 6).
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Table 6. Statistical tests (Chi-Square) and p-values for the relationship between image classification
and justification reasons across evaluation steps. Statistical significance is marked for each step where
p-values are below the 0.05 significance threshold.

Image Step 1 Step 2 Step 3 Step 4 Step 5

Authentic 0.0004 a 0.0015 a 0.0009 a 0.5626 (not applied)

AI generatedfa 0.0000 a 0.0044 a 0.0001 a 0.9215 0.0008 a

Digital Manipulated 0.0000 a 0.0044 a 0.0001 a 0.9215 0.0008 a

a Statistically significant difference between groups at a = 0.05 significance level.

The overall findings of this pilot study indicate that the introduction of color and
probability maps significantly differentiated the responses, enhancing either certainty or
confusion, depending on the image and profile of the participant. In the reverse image
search step, participants were exposed to similar information, resulting in the alignment of
their responses and the reduction of differences in justification. The AI probability assess-
ment tool caused either confidence or doubt, as it was reflected in statistically significant
differences in justifications, showing how users did not interpret their results in the same
way. The statistically significant correlations in the early stages and their change subse-
quently confirm that the procedure applied captures the dynamic change in perception and
evaluation. The above remarks indicate significantly more insightful analysis perspectives
and outcomes compared to baseline studies (i.e., without the incorporation of attention
tracking) [34], even in smaller-scale research (i.e., with less population and number of image
samples). However, the most important aspect here is that the proposed iMedius platform
makes it possible to organize such complicated surveys, incorporating attention-tracking
mechanisms with multiple experimental steps to investigate the impact and effect of each
different digital forensics tool or practice. With the utilities of randomization, duplication,
sharing, and database handling, such forms can be elaborated with expanded numbers of
randomly selected images (as in the case of [34]) to diminish any content-related bias, with
much more subjects invited and involved, increasing the statistical reliability towards a
broader picture, with more concrete and substantial generalization remarks.

5.4. Discussion and Answers to the Stated Research Hypothesis and Questions

Having accomplished the main objective of the current work, which is the end-to-end
design, configuration, and implementation of the iMedius integration, the extracted experi-
mental and assessment data can help answer the set hypothesis and questions. The central
assumption behind the motivation of this work is that the envisioned media monitoring
environment, integrating the combination of form-building management automation with
flexible attention-tracking mechanisms and supplemented with further data monitoring
and handling modalities, is not currently available, depriving researchers of valuable tools
and resources (RH). Hence, there is a vital space to elaborate on these perspectives, in-
corporating multiple functionalities into a modular architecture, dynamically assembled
through an iterative, interdisciplinary, participatory design and refinement process, leaning
on the foundation of information systems design science research. Based on the formative
evaluation outcomes and the feedback received during the Alpha and Beta testing proce-
dures, the vast majority of the participants, who also represent the targeted audience of
multidisciplinary researchers, strongly agreed that the envisioned multimodal instrument
is not currently available in social science research. Another remark is that the offered func-
tionalities are of great usefulness to interdisciplinary research collaborations, and especially
in the sub-field of media studies. The high approval and usefulness of the tool, as indicated
by the participants, reassures us of the project’s success. These findings align with the
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literature review conducted and the associated analysis phase during project development,
revealing that competing applications do not exhibit the desired integration of tools and
services, nor do they feature the targeted flexibility, adaptability, and ease of use.

Expanding on the set questions, the developed iMedius framework supports the envi-
sioned multidisciplinary instruments for real-time news impact monitoring by analyzing
user behavior, utilizing technologies such as dynamic questionnaires and visual attention
tracking (RQ1). A major proof in this direction is that the iMedius platform is in place, it
has been successfully utilized in a featured workshop during the iMEdD 2024 International
Journalism Forum (gaining favorable comments and future directions feedback), and it also
supported the implementation of a pilot use-case scenario, exemplifying the true potential
of the iMedius toolset. Furthermore, both the iterative assessment and refinement sessions
within the project team (formative evaluation and Alpha testing) and the remarks from the
semi-structured interviews (Beta testing) confirmed the proper use and applicability of the
crafted functionalities, which have been further demonstrated in a related publication [41].

The combined previous two paragraphs also answer a significant part of the second
question (RQ2), verifying that the released platform is open, usable, and convenient in
real-world scenarios of media studies, ensuring its thorough future utilization by both the
research and academic communities, as well as its incorporation in professional media
processes. Indeed, the conducted workshop and pilot scenario discussed above represent
real-world cases that can be encountered in media studies research, as well as in digi-
tal literacy and training practices within newsrooms and media agencies (i.e., training
journalists and broader personnel on how to use digital forensic tools and making them
aware of common mistakes they should avoid). Furthermore, compared to baseline studies
on evaluating the photo-truth impact through image verification algorithms [34], which
were deployed without the use of such sophisticated tools, it has been demonstrated that
iMedius introduces deeper analysis perspectives with more meaningful perception and
interpretation results. In addition, this was the main reason for incorporating the use-
case scenario into the current work: to test the capabilities and limitations of the iMedius
framework and also to highlight new, impactful, and more sophisticated visualization and
analysis methods. Based on the feedback gained by both the team members (especially
those coming from social sciences) and all the implicated participants (i.e., in the iMEdD
workshop, the Beta testing, and the pilot use case), the tools are suitable in a broader area of
multidisciplinary research, from cognitive and behavioral studies to public communication,
marketing, digital literacy, and more.

6. Summary, Future Work, and Conclusions
The current work provides an in-depth presentation of an AI-driven framework that

focuses on media content impact monitoring, utilizing attention-tracking mechanisms (pri-
marily, eye and mouse tracking). From the methodological point of view, the combination
of rapid prototyping models with interdisciplinary processes of participatory design and
evaluation meets the information systems design science research, enabling successive feed-
back, amendments, and improvements through stakeholder engagement. More specifically,
a dynamic Form Builder has been integrated into the core of the development, supple-
mented with various attention-tracking mechanisms, thereby forming a multimodal social
instrument designed to manage pre- and post-intervention questionnaires and link data to
tracking maps. The modular architecture of this open web environment, which allows vari-
ous modalities to be added and adapted to the needs of social science and multidisciplinary
research, contributes to the collection of both subjective and objective data, alongside
the tracking results. The developed framework emphasizes an innovative approach to
monitoring user interactions and behavior, as well as the impact of news streams, binding
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methodological instruments from the social sciences with advanced algorithm-assisted and
machine learning techniques.

The thorough justification, analysis, and documentation of the iMedius motivation,
development, and evaluation underscore specific points of successful implementation.
Initially, participants in the Alpha and Beta testing procedures (internal team members
and external interviewees) provided overwhelmingly positive feedback regarding the need
for such an integrated structure and the potential contribution of iMedius to research.
Furthermore, the pilot real-world scenario, centered on the verification of tampered visual
content, pointed out particular practical applications the framework could have in media
environments, both in newsrooms and in research fields. Understanding user behavior
through different sources of data can effectively influence the design process of media
organizations’ strategies and, thus, contribute to the direction of improving the hurt (in
terms of trustworthiness) relationship between professional journalism and its audience.

Future development plans include expanding the iMedius framework to support full
mobile compatibility, enabling broader accessibility and cross-platform data collection.
To achieve this, careful consideration must be given to adapting the existing machine
learning models, employing methods such as knowledge distillation [64] and model quan-
tization [65] to reduce computational cost while maintaining performance. Furthermore,
as the Form Builder already supports data format compatibility with modern analytics
tools, we aim to expand in this direction by enabling the integration of external tools to
complement attention tracking, study creation and behavioral analysis processes.

The progress of AI-assisted tools already maps out a promising landscape regarding
the future capabilities of the iMedius framework, especially in light of its customization
potential. In this direction, specific additional services are considered and currently investi-
gated, including the use of Large Language Models (LLMs) for communicating with the
users/researchers, recording their needs, directing and helping them to serve the concrete
scope of their research by recommending the most suitable configuration of test arrange-
ments, (standardized) questionnaires, attention-tracking methods, ethical, data monitoring,
and analysis protocols. The gradual expansion of the iMedius repository would enable the
construction of a related ground-truth database, thereby helping classify survey needs and
types associated with media studies (and broader multidisciplinary research), acquire valu-
able knowledge, and organize this know-how for developing related automations through
paradigm-driven solutions and best practices adoption. In a similar vein, properly adapted
LLMs can be elaborated to include targeted types of (statistical) analysis or visualization
tools and paradigms. Hence, apart from its obvious usefulness in conducting research,
this open multimodal research instrument can further facilitate training and media literacy
needs, helping young researchers comprehend the implicated theories through practical
means, while also supporting journalists, communicators, and broader media professionals
in their associated needs of media impact analysis and users’ reactions monitoring. Most of
all, interdisciplinary collaboration and engagement with innovative AI-assisted tools and
practices will enable implicated users to become more familiar with AI technologies and
their surrounding ethical and societal implications, thus allowing them to contribute to the
need for forming multidisciplinary, balanced, and sustainable solutions.
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